In this paper, we study robust resource allocation for the multi-user full-duplex (FD) multiple-input multiple-output (MIMO) communication systems. Particularly, we aim at minimizing uplink (UL) transmit power and downlink (DL) transmit power simultaneously while guaranteeing the quality of service (QoS) requirements regarding secure UL and DL communication, under the consideration of the imperfect channel state information (CSI) of the wiretap channels and the inter-user interference channels. In view of the conflicting of two objectives, we propose a multi-objective optimization (MOO) framework to achieve the trade-off between them. The formulated MOO problem is non-convex and intractable. By employing the weighted Tchebycheff, the Taylor series expansion, and the S-procedure approaches, we convert the MOO problem into the convex one and propose an iterative algorithm to solve it optimally. Simulation results not only demonstrate an interesting trade-off between the considered conflicting objectives but also show the efficiency of our proposed robust resource allocation designs.
Introduction
Owing to the exponential growth of demand in ubiquitous high data rate and secure wireless communication, the next generation communication systems suffer from severe limitation in radio resources such as energy and bandwidth. A promising technique for reducing the energy consumption and improving the bandwidth efficiency is multiple-input multiple-output (MIMO) which guarantees the efficient radio resource allocation by providing the extra degree of freedom. Moreover, as a practical realization, the multi-user MIMO (MU-MIMO) wireless communication systems which possess multiple receivers and shift the computational complexity from the receivers to the multi-antenna base station (BS) have drawn much attention of the researchers [1] [2] [3] [4] [5] . However, though the employment of the MU-MIMO wireless communication systems facilitate the efficiency for radio *Correspondence: zhangdy@njupt.edu.cn 1 Internet of Things, Nanjing University of Posts and Telecommunications, Nanjing 210003, China Full list of author information is available at the end of the article resource allocation, the spectral resource is still underutilized since the uplink (UL) and downlink (DL) transmission phases must be operated orthogonally in either time or frequency under the regime of half-duplex (HD) BS.
Recently, full-duplex (FD) wireless communication systems attract significant attention from both the academia and industry due to the ability in supporting the concurrent transmission and reception over the same frequency, which, thus, double the spectral efficiency compared with the HD communication systems [5] [6] [7] [8] . However, owing to the strong loopback self-interference (SI), the implementation of FD communication encounters big challenges in the past decades. The protocols and resource allocation schemes need to be redesigned to fit with the context of FD communications. In [5] , the authors studied the dynamic resource allocation and scheduling for the FD and hybrid relaying MIMO orthogonal frequency division multiple access (MIMO-OFDMA) systems. The authors in [6] studied the low-complexity scheme for the end-toend performance in MIMO FD relay systems under the consideration of outage. A close to optimal beamformer design is proposed in [7] to maximize the spectral efficiency of FD small cell wireless systems. In [8] , to restrain the SI and promote the spectral efficiency, both the massive MIMO antenna array and the multi-pair FD relays are introduced. Nevertheless, resource allocation scheme design for the systems with simultaneous UL and DL wireless communications have not been discussed in above literatures yet. Moreover, the UL and DL transmit power minimization are two conflicting design objectives. Thus, the frameworks adopted for the single-objective optimization in [5] [6] [7] [8] may not be applicable in this scenario.
Simultaneous UL and DL wireless communication in FD systems have been studied in many literatures, recently. In [9] , the authors investigated the robust power efficient problems under the premise of secure communication for the UL and DL users with FD BS. A multi-objective optimization framework was proposed to balance different design indexes. The similar system was considered in [10] , where, in addition, the dual use of the radio frequency (RF) signals for simultaneous wireless information and power transfer (SWIPT) are incorporated. In [11] , the multi-objective resource allocation problem is studied for multi-user multiple-input single-output (MISO) secondary communication system with SWIPT. By exploiting both the primal and dual solutions of the semidefinite relaxation (SDR) problem, the global optimal solution of the original problem is constructed. However, the problems investigated in above literatures are mainly focused on the MISO systems. The more complex systems, MIMO systems, are still remains little research, especially for the FD systems with simultaneous UL and DL transmission.
Motivated by the aforementioned observations, in this paper, we study the UL and DL transmission power minimization problem for the multi-user full-duplex (FD) multiple-input multiple-output (MIMO) communication systems. From the perspective of practice, the problem formulation takes into account the imperfectness of the CSI of the wiretap channels and the interference channels between UL user and DL users. Based on the MOO framework, the considered non-convex optimization problem is resolved by employing the weighted Tchebycheff, the Taylor series expansion, and the extended S-procedure approaches. Finally, from the derived approximate optimal solutions, the robust resource allocation schemes which balance UL and DL power consumption are proposed.
Notation:
The lower-case, boldface lowercase, and boldface upper-case letters are used to denote scalars, vectors, and matrices, respectively; Tr(X), |X|(det(X)), X H , (X) −1 , and X F denote trace, determinant, Hermitian transpose, inverse, and Frobenius norm; I represents the identity matrix; C n×m denotes the space of n × m complex matrices; x ∼ CN(μ, ) means that the random vector x follows a circularly symmetric complex Gaussian (CSCG) distribution with mean μ and covariance ; X ≥ 0(X > 0) means that X is positive semidefinite (definite); H n + represents n × n Hermitian positive semidefinite matrices; R n means n-dimensional real vectors; vec(X) denotes the vectorization of matrix of X by stacking its columns; X ⊗ Y denotes the Kronecker product of X and Y. Diag (X) returns a diagonal matrix containing the diagonal elements of matrix X in its main diagonal.
System model
We consider a multi-user FD MIMO communication system which is comprised of an FD radio base station (BS), an UL user, K DL users, and M eavesdroppers. The BS is assumed to be equipped with N B > 1 antennas while the kth DL user and mth eavesdropper are equipped with N D > 1 and N E > 1 antennas, respectively. To facilitate efficient UL information transfer, which may be wiretapped by the eavesdroppers, we also presume that the UL user is equipped with multiple, N U > 1, antennas. Considering the existence of the eavesdroppers in our system, for guaranteeing the secure communication of both UL and DL channels, an efficient resource allocation scheme by joint design of UL/DL transmit covariance matrices has to be employed. The potential applications of our considered system could be the cognitive radio networks with full-duplex primary transmitter who simultaneous receives the confidential messages sent by the secondary transmitter and transmits confidential signals to the desired primary users via the same spectrum.
Remark 1
Note that for simplicity, in this paper, we consider the multi-user full-duplex MIMO communication system with only one uplink user. The more general multiple uplink users setup will be left as our future work. The single uplink user setup is widely assumed in the literatures for mathematical tractability and optimization [12] . Moreover, it is also of practical interest in many scenarios due to its low implementation complexity. For example, for the single uplink user setup, there is no multiple access interference, while for the multiple uplink users setup, the complicated multiple access interference management is required to suppress the co-channel interference among the uplink users [9, 10] .
For the UL communication, the UL user transmits signal vector u(t) ∈ C N U , which is modeled as a complex Gaussian random vector with u(t) ∼ CN (0, ), where
is the transmit covariance and is to be designed, to the FD BS. For the DL communication, sharing the same frequency with the UL channel, the FD BS transmits K independent signal streams to the K DL users. Meanwhile, the artificial noise (AN) is also generated by the FD BS to disturb the reception of the eavesdroppers.
Thus, the transmitted signal at the FD BS possesses the following form
where k ∈ K, K = {1, · · · , K}; s k (t) ∈ C N B denotes the confidential signal intend for the kth DL user, which follows a complex Gaussian distribution
is the transmit covariance; z(t) ∼
is the AN covariance. Under the assumption that all the communication links are undergoing quasi-static frequency-flat fading. The received signals at the BS, the kth DL user, and the mth eavesdropper are modeled as
respectively, where 
Problem formulation
Our purpose is to design the (UL and DL) transmit and AN covariances , {W k } K k=1 and V such that the minimum tolerable secure communication requirements for UL and DL channels can be ensured with the transmit power consumption as small as possible. Assuming perfect CSI at the FD BS, given , {W k } K k=1 and V, the channel capacity (bit/s/Hz) between the UL user and the FD BS is given by
where
of the SI elimination induced noise ( [13] , Eq. (4)), the main purpose of such a modelization is to isolate the resource allocation algorithm design from the specific implementation of self-interference mitigation; 0 < ρ ≤ 1, a constant, denotes the noisiness of the SI elimination at the FD BS. The eavesdroppers overheard the uplink communication channel, and the mutual information between UL user and the mth eavesdropper is given by
Given C UL and C UL-E m , the achievable secrecy rate of the UL channel can be given by [14] 
For the DL transmission, similar to the UL case, the achievable rate between FD BS and the kth DL user can be given by
Considering the existence of the interception among the DL channels, the mutual information between FD BS and the mth eavesdropper for eavesdropping the desired DL user k is given by
Given C DL k and C DL-E m,k , the achievable secrecy rate of the DL channel can be given by [15] 
In regard to the CSI of our focused FD MIMO communication system, the slowly time-varying channels are considered. For the UL channel, by performing handshaking between FD BS and UL user, the UL CSI can be reliably estimated at the FD BS through measuring the pilots from UL user in the handshaking signals via channel reciprocity at the beginning of each scheduling slot. Then, during the transmission, the UL user inserts the pilot signals termly into the data packets such that the FD BS is able to refine the CSI estimate of the UL user frequently. For the DL channels, similar to the UL channel, the handshaking is also executed between FD BS and the kth DL user to promote the DL channel estimation at the beginning of each scheduling slot. Then, by sending the acknowledgement packets periodically to inform the FD BS of successful reception of data packets during the transmission, the CSI of the FD BS to the kth DL user link can be perfectly known (with negligible estimation error) during whole transmission period. Consequently, here, we assume perfect CSI of both the UL and DL channels, G and {H k } K k=1 . However, for the wiretap and co-channel interference channels, since there is no interaction between two different communication nodes during the transmission, their CSI at the FD BS is imperfect. To capture the effect of the imperfect CSI, a deterministic model [16, 17] is introduced to model the resulting CSI uncertainty, while the Gaussian estimation error model [18] will be left as future work. In particular, the CSI between the FD BS and the mth eavesdropper, i.e., L m , m ∈ M, the CSI between the UL user and the mth eavesdropper, i.e., E m , m ∈ M, the CSI between the UL user and the kth DL user, i.e.,
resp., where L m , E m , and F k are the actual channel states at the FD BS and UL user, resp., whileL m ,Ē m , andF k are the channel estimation values, and L m , E m , and F m are the channel estimation errors which are bounded in the deterministic regions L m F , E m F , and
Two optimization problems, UL and DL transmit power minimization, are considered in our resource allocation algorithm designs. Based on the analysis of the secrecy rates and CSI in above paragraphs, the first considered optimization problem minimizing the UL transmit power under the constraints of system secrecy rates is formulated as
R UL-S > 0 andR DL-S k > 0 in C1 and C2, resp., specify the minimum required secrecy rate of the UL and kth DL channel, resp.; P UL max > 0 in C3 gives the maximum allowable UL transmit power of the UL user while P DL max > 0 in C4 gives the maximum allowable DL transmit power of the FD BS; C5 implies the positive semi-definiteness of the optimization variables.
On the other hand, for the efficient resource allocation from the perspective of whole system, the DL transmit power minimization under same constraints as in problem (P1) can be given as
It is obvious that the aforementioned system design objectives in problems (P1) and (P2) are desirable for our system operator to provide the reliable quality of service (QoS) regarding secrecy communications for different users with the least possible power consumption. However, as mentioned above, each objective concerns only one aspect of the system and the two designed objectives even conflict with each other. For instance, large transmit power of the UL user provides high communication quality of the UL channel, and ensures reliable communication security to some extent. But, this will lead to severe co-channel interference to the DL users, degrade the communication performances of the DL channels. To circumvent it, the FD BS increases the DL transmit power to offset the adverse impact caused by co-channel interference and enhance the DL signal reception. Yet, higher FD BS transmission power results in strong SI which in turn impairing the reception of the signals intended for the FD BS. Hence, a non-trivial trade-off design for balancing two conflicting objectives arises in our considered multi-user FD MIMO communication system.
In this paper, we resort to the MOO mathematical framework to study the trade-off between the UL and DL transmission power via the concept of Pareto optimality [11] , which can be given as
In order to facilitate solving, the weighted Tchebycheff method [19] is employed to convert the problem (14) into a weighted form MOO problem. We define such a problem as problem (P3), which is given by
, O * j represents the optimal objective value with respect to (w.r.t) problems (P1) and (P2), 0 < λ j < 1, a constant with are assigned to each of the objectives to show the preferences of the system operator. The optimal solutions of the MOO problem (P3) (by varying the weights) consist of the Pareto frontier or the Pareto optimal set, each point in the frontier denotes one preferential design of the system operator.
In fact, the MOO problem (P3) is a generalization of the single-objective optimization problems (P1) and (P2). In other words, problem (P3) is equivalent to problem (Pj) when λ j = 1 and λ i = 0, i = j. As a consequence, in the following section, we mainly focus on the methodology for solving the MOO problem (P3).
Robust resource allocation algorithm design to MOOP
It is obvious that problem (P3) is non-convex owe to the non-convex objective and constraints C1 and C2. Through the introduction of a new variable τ , the objective can be transformed into a convex one, and the transformed problem of (P3) is given by
Next, we focus on dealing with the non-convex constraints C1 and C2. It is noteworthy that the terms on the left side of the inequalities of both constraints C1 and C2 are constructed in the form of the difference between two convex expressions. Moreover, the uncertainties of CSI also lead to the semiinfiniteness of the constraints C1 and C2, which further enhances the complexity of the non-convex constraints. Hence, reformulation is needed to transform them into the convex constraints with finite numbers. To this end, we first endeavor to dispose of constraint C1 while the processing of C2 can be performed in a similar way.
As regards constraint C1, introducing two additional auxiliary variables α 1 and α 2 , it can be recast as C1 :
From (17), we note that the non-convexity caused by the difference of two logarithmic functions is settled. However, the newly formed constraints C1.1 and C1.2 are still appeared in non-convex forms. By adopting the first-order Taylor approximation, constraints C1.1 and C1.2 can be rewritten as
respectively, where W k0 , V 0 , and 0 are the initial feasible points of the first-order Taylor approximation of the original problem (P3). For easy identification, we rename the transformed constraints in (18) and (19) as C1.1 and C1.2, respectively. The optimal solution can be obtained through iteration that updating W k0 , V 0 , and 0 from the optimal W * k0 , V * 0 , and * 0 of the previous iteration by solving problem P3 as listed in (44). The iteration will be ended once W k0 = W * k0 , V 0 = V * 0 , and 0 = * 0 hold [20] ; and (18) 
C1.2.3 : max
Em∈B E,m
C1.2.5 : ln α
Considering that most of the constraints in (20) still remain non-convex. Firstly, we make a reformulation about C1.2.1 as in the following proposition.
Proposition 1 The inequality constraint C1.2.1 can be equivalently expressed as ln
| m0 | ≤ ln α 3 , ∀L m ∈ B L,m , E m ∈ B E,m
. Then, we have the following implication
Proof The equivalence transformation of the constraint C1.2.1 is easy to understand. Here, we devote ourselves to the proof of the implication (21) . Before the start of the proof, consider such a lemma which will be used to assist the convex transformation of constraint C1.2.1.
Lemma 1 (Golub and Loan [21]) It holds true that det (I + A) ≥ 1 + Tr (A) for any A ≥ 0, the equation holds if and only if Rank (A) = 1 holds.
Based on Lemma 1, we have
The transformation in (22) is an approximation about | m0 | since the rank one condition stated in Lemma 1 can not be guaranteed here. The main purpose that we consider this lemma is to replace the determinant operations with the trace operations. Then, with the trace operations, we can overcome the semiinfiniteness caused by the channel uncertainties conveniently. Another effective method in dealing with the determinant operation has ever been proposed in [22] , in which the Taylor series expansion was adopted and the global optimal solution was obtained at the convergence of the iterative algorithm. Replacing (22) into the constraint C1.2.1, we have the following relaxation for C1.2.1:
The proof of Proposition 1 is thus finished. After this, we endeavor in overcoming the semiinfiniteness of constraint C1.2.1. To this end, the Sprocedure [23] (24) is equivalently re-expressed as [24] which is summarized in the following lemma.
is usually employed to convert it into a finite number of linear matrix inequality (LMI). Learning that Tr
A H BCD = vec(A) H D T ⊗ B vec (C),wherel m = vec L m , l m = vec ( L m ),ē m = vec Ē m , e m = vec ( E m ), l m =l m + l(24)δ L,m I − S 0 −S H 0l m −l H m S 0 −δ L,m ε 2 L,m − a m ≥ 0, ∃δ L,m ≥ 0, ∀e m ∈ B e,m , ∀m,(25)
Lemma 2 The relation
A B + CX (B + CX) H D + X H F + F H X + X H GX ≥ 0 ∀I − X H EX ≥ 0 (26)
Is valid, if and only if
According to Lemma 2, by introducing a new variable δ E,m ≥ 0, (25) can be further reformulated as a single convex constraint given by
where. Similarly, make full use of the S-procedure, the constraints C1.2.2, C1.2.3, and C1.2.4 can also be equivalently transformed as
where As seen from the expression of constraint C2, it appears to be more complicated than constraint C1. However, thanks to the techniques exploited in processing constraint C1, similar methods can be applied effectively in handling constraint C2. Firstly, introducing the auxiliary variables β 1 and β 2 , we obtain C2 : 
C2.2 : ln
where 
Performing the S-procedure w.r.t the uncertainty set B F,k , and C2.1.1, C2.1.2 and C2.1.3 are equivalently transformed into C2.1.1 :
. After this, the constraint C2.1 is converted to the convex form w.r.t its variables, which is depicted as follows:
Similar to (36), constraint C2.2 can be recast as
where β 6 is the newly introduced auxiliary variable. Then, according to S-procedure and its extension Lemma 2, C2.2.1 can be reduced to a single convex constraint given by
Then, replacing constraints C1 and C2 by C1 and C2, respectively, problem ( P3) can be transformed into the following convex problem with finite number of constraints:
It is worthy to note that problem P3 can be solved efficiently by adopting the off-the-shelf convex optimization tools, such as SeDuMi (or CVX) [25] . Hence, the specific trade-off design scheme is obtained by choosing preferable weighted value λ j . On the other hand, the approximate optimal solution for each single-objective optimization problem is also obtained by solving the special case of problem P3 . Finally, an iterative algorithm is derived on the basis of the above procedures and the details are summarized in Algorithm 1.
Feasibility assurance about the initial point
The common way that preset {W k0 } K k=1 , V 0 , 0 is to initialize each one in it as zeros or the diagonal matrix with full transmission power uniformly distributed on each element. However, due to the fact that the initialization satisfy constraints C3, C4, and C5 in (12) may not be feasible to constraints C1 and C2, which will possibly result in a poor convergence performance of our proposed algorithm and better objective values compared to the optimal of the original problem. Therefore, to circumvent such a defect, the feasibility assurance procedure need to be injected in obtaining the feasible initial point. Particularly, we consider the following problem extracted from (P1) in (12) max
Given the initial point, problem (45) can be solved effectively through the methods mentioned above. Then, the resulting optimal point W *
k0 K k=1
, V * 0 , * 0 which leads to non-negative objective value of problem (45) can be selected as the feasible initial point. , V n , n and τ n ; 5: update W k0 ← W n k , ∀k, V 0 ← V n and 0 ← n ;
, V * , * and τ * .
Simulation results
In this section, simulation results are presented to assess the performance of our proposed multi-objective robust resource allocation scheme. The simulation settings for our simulation are as follows. It is assumed that there are K = 3 DL users, M = 2 eavesdroppers, N E = 2, N U = 3, N D = 2, and ς = 10 −6 . The small scale fading of the UL channel, DL channels, CCI channels, and eavesdropping channels are modeled as independent and identically distributed Rayleigh fading. All the users and eavesdroppers are assumed to be located randomly and uniformly in the range between the distance of 10 and 100 m away from the transmitter. The SI channel is modeled as the Rician fading channel with Rician factor 5 dB. In regards to the channel uncertainties, we define the channel estimate error ratios as:
, ∀m,
, ∀k. All simulation results were achieved by an average of 1000 channel realizations. In our simulation, the feasibility of the given parameters can be ensured in this way. Taking problem P1 in (12) as an example, the secrecy ratesR UL−S in constraint C1 andR DL−S k in constraint C2 will be given first. Then, after many channel realizations, the value of P DL max can be determined by checking the feasibility of problem P1 without constraint C3. At the same time, the maximum allowable transmit power P UL max can also be determined by the obtained maximum objective value of problem P1. The infeasible case will be picked and assigned to null once the cvx status is not "Solved" or cvx optval is "Inf. ' . The infeasible case should not be occurred frequently among the 1000 channel realizations. If it happens, we need to increase the value of the maximum allowable transmit power until it occurs rarely. Figure 1 depicts the trade-off between UL and DL transmit powers with P UL max = 5 dB and P DL max = 10 dB. The UL user and kth DL user minimum required secrecy rate are Fig. 1 . From this figure, we can see that, under the case the same antenna equipped at the transmitter, an obvious savings in transmit power for UL user and DL transmitter can be achieved when the UL, DL users, and eavesdroppers have multiple antennas compared with the single-antenna cases. Particularly, the requirement of UL transmit power declined more significant than the DL transmit power. This is due to the fact that the change of the antenna number results in a direct influence on UL user while it is indirect on the transmitter. The direct and apparent impact which leads to obvious power saving on the transmitter can be achieved with the increase of the number N B while the antennas of the other nodes keep unchanged. An interesting phenomenon what we can learn from this figure is that, from the first and the last curves listed in the legend, the multi-antenna case with N B = 10 consumes much more DL transmit power but less UL transmit power than the single-antenna case with N B = 12. It further reveals the advantage of more antennas allocated for the communication nodes, especially for the users. Figure 2 shows the convergence performance of our proposed algorithm. The initial values of {W k0 } K k=1 , V 0 and 0 are all set to be 0, the channel uncertainties and minimum required secrecy rates are the same as in Fig. 1 , multi-antenna case is considered with N B = 10. The black curves marked with x represent the DL transmit power (corresponding to problem P2) while the blue curves marked with circle represent UL transmit power (corresponding to problem P1). Ten random channel realizations are depicted in Fig. 2 . From this figure, we can see that our proposed algorithm converges to a stable value after a finite number of iteration. This is due to the fact that the problem defined in P3 is convex, the optimal transmit covariance matrix W * k , V * , and * are obtained by solving problem P3 for the given W k0 , V 0 , and 0 . At each iteration, W k0 , V 0 , and 0 will be updated from the optimal W * k , V * , and * of the previous iteration. Hence, W k0 , V 0 , and 0 are always the feasible solution of the next iteration, and the optimal solution W * k , V * , and * obtained for the given W k0 , V 0 , and 0 will consume less than or equal to the transmission power of the previous iteration. Then, the required transmission power will monotonically non-increasing at each iteration. Moreover, since the transmission power is lower bounded below for a required secrecy rate, this algorithm will converge to a solution. Moreover, the convergence step of two problems appears to be consistent. Figure 3 shows the average power consumption of UL user and DL transmitter versus the channel estimate error ratios. The antennas of the DL transmitter is set to be N B = 10. Three cases, non-robust, our proposed robust and the perfect CSI known at the DL transmitter, are depicted in Fig. 3 . The information of channels L m , E m , and F k known at the base station are actually imperfect. Physically, the non-robust case is that the researchers mistakenly believe that the CSIs known by the base station are perfect and do not take any additional actions to against the disadvantage caused by channel uncertainties. To reflect the actual situation, for the non-robust case, the channel estimate errors (each of them comes from the channel estimate error ratio multiplied by channel estimation) are added in the estimated channels. The optimization problem for the non-robust case is nonconvex due to the difference between two logarithmic functions in constraints C1 and C2, which can be tackled by using the similar methods adopted in Section 3. From this figure, we can see that, to meet the QoS requirement of secrecy rates of UL and DL users, the transmitter power of both UL user and DL transmitter increases with the channel uncertainties for the non-robust and robust cases. For the perfect CSI case, the consumed power remains unchanged and lower than the other two cases. In regard to our proposed robust scheme, a significant power saving is fulfilled compared with the non-robust scheme. Figure 4 shows the trade-off between UL and DL transmit power for our proposed robust and the existing non-robust schemes. (0.5, 1.5) and (2.5, 3.5) denote the required secrecy rate pairs while (0.5, 1.5) denotes R UL−S = 0.5 bps/Hz andR DL−S = 1.5 bps/Hz, (2.5, 3.5) denotesR UL−S = 2.5 bps/Hz andR DL−S = 3.5 bps/Hz. The number of the antennas of the base station is N B = 12.
The maximum allowable transmit power, the channel estimate error ratios and the step size are the same as that given in Fig. 1 . From this figure, we can see that the transmit power of the UL user and the base station increase significantly with the required secrecy rates. Our proposed scheme consumes less power at the transmitters than the non-robust scheme under the same required secrecy rate pair. Moreover, by comparing the curve "Proposed, (2.5, 3.5)" in Fig. 4 with the curve "multi-antenna N B = 10" in Fig. 1 , we find that both of them achieve nearly the same UL and DL transmit power trade-off region. This means that the higher secrecy rate can be obtained by increasing the degrees of freedom with more transmit antennas instead of the transmit power. Figure 5 shows the number of the infeasible case occurred versus the UL transmit power for five different DL transmit power, givenR UL-S = 1.5 bps/Hz andR DL-S = 2.5 bps/Hz. From this figure, we can see that the probability of the infeasible case does not exceed one percent at the low transmit power region, which is absolutely a small probability event and can be accepted. Moreover, the frequency of this event decreases with transmit power and eventually tends to zero at the high transmit power region.
Conclusions
In this paper, we have studied the robust resource allocation problem for the multi-user full-duplex (FD) multipleinput multiple-output (MIMO) communication systems. Considering the existence of passive eavesdroppers, the QoS requirement of secrecy communication for both UL and DL users were incorporated in our considered problem. A multi-objective optimization framework was proposed to minimize the UL and DL transmission power simultaneously. The weighted Tchebycheff coupled with the Taylor series expansion and the S-procedure approaches were proposed in handing the formulated non-convex optimization problem optimally. Simulation results not only demonstrated an interesting trade-off between the considered conflicting objectives, but also showed the efficiency of our proposed robust resource allocation designs.
